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According to the 2018 Ponemon Institute Study, 
What Is the Cost of a Data Breach?

A. $2.2 Million

B. $3.9 Million

C. $4.0 Million

D. $5.5 Million



According to the 2018 Ponemon Institute Study, 
What Is the Cost of a Data Breach? (cont’d)

• ANSWER B - $3.9 Million

– The study also reports that the average cost incurred 
for each lost or stolen record containing sensitive and 
confidential information is $148.



Types of Cyber-Attacks

• Although there are many different ways for a data
breach to occur, ransomware continues to be the
number one method of attack used by threat actors:

1. RANSOMWARE

2. Unauthorized access

3. Cryptojacking

4. Socially Engineered Malware

5. Hacktivists

6. Insider Threats



Consequences of a Ransomware Attack

• Types of Damages Incurred as a Result of a 
Ransomware Attack:

• Legal 

• Ethical

• Regulatory

• Operational

• Reputational



Ransomware Damage Costs on the Rise

• The collateral costs of a ransomware attack include:
– Damage and destruction (or loss) of data

– Downtime

– Lost productivity

– Post-attack disruption to business

– Forensic investigation

– Restoration and deletion of hostage data and systems

– Reputational harm

– Employee training in direct response to attack

• Global spending on security awareness training for employees 
predicted to be $10 billion in 2027



ABA Rules Re: ETHICS AND TECHNOLOGY

• Comment on Rule 1.1

– As of March 1, 2015, 27 states have adopted the ABA 
amendments in one form or another.

• ABA Formal Opinion 477R: Securing Communication 
of Protected Client Information

• ABA Formal Opinion 483: An Attorney’s Obligations 
Following a Breach



Why Are Threat Actors Using Ransomware?

• High success rate and visibility.

• Simple: Most attacks are executed by doing 
something as simple as sending a phishing email that 
tricks somebody in the company into clicking on a 
link in the email or downloading an infected 
attachment.

• Ransom is Paid: 70% of businesses hit by 
ransomware paid on average $20,000 - $40,000 to 
get their data back.



Why Are Threat Actors Using Ransomware?
• Payment is typically made with Cryptocurrency or 

Bitcoin.
• Cyber criminals communicate via the “Dark Web” 

using TOR, an anonymous network accessed through 
a special web browser. 

• The Tor Project has announced more security 
features, making it harder for attackers to identify Tor 
users.



Why Are Threat Actors Using Ransomware?

• Commoditization of malware: Cyber criminals are 
offering Ransomware as a Service (RaaS) with profit 
sharing schemes so even non-technical scammers get 
in the game.

• Do-it-yourself ransomware kits are available on the 
DarkNet for sale for as little as $50 to skilled hackers 
and amateurs alike. 



What Is Ransomware?

• Form of malware.

• Encrypts victim’s data and/or system.

• Demands payment for decryption.

• Numerous iterations.

• One infected user can SHUT DOWN an entire 
organization.

• Uses social engineering by sending employees 
suspicious emails with invoices or business 
documents most will likely open. 



Stages of Ransomware



Ransomware Themes

• Ransom Page

– May have FBI variant, the Internal Revenue Service, or 
even a “Breaking Bad” TV show called ransomware.

– Provides information about victim’s computer

– Cost to decrypt

– Deadlines

– Instructions for payment



Are You Infected? Warning Signs

• Cannot open normal files

• Receipt of alarming message on desktop 
background

• Countdown for ransom payment

• Cannot close window to a ransomware program

• Files are labeled 

• How to decrypt files .TXT, or decrypt instructions HTML





Crown Jewel Myth

• Old Model: Cybercriminal hacks into a company’s 
network and takes its crown jewels—data that had some 
measure of value on the cyber black market, i.e., the 
DarkNet. 

– The bad guy then monetizes this crime by selling the data on 
the DarkNet to someone who would use it for fraudulent 
purposes to also make money. 

– The profit was in stealing data and so data has to be worth 
something to make it profitable for the bad guy. 

• Myth: If enterprise does not have crown jewels…it will 
not be a target for hackers.



Crown Jewel Myth

• The New Model: Extortion – taking away the availability of 
your data and your customer’s data.

– Infects a company’s computer system with malicious software

– Encrypts data

– Demands payment of a ransom to unlock or decrypt the data 
within a certain timeframe

– Failure to pay ransom may result in destruction of decryption key 
and data



Dangerous Strains of Ransomware

• Ransomware attacks are on the rise with more than 4,000 
occurring each day, across all industries, according to the U.S. 
Justice Department.

• 400,000 new strains of ransomware are detected daily making 
the attacks more sophisticated and harder to respond to.

• The following are some of the worst types of ransomware:

– WannaCry

– Locky

– Petya/NotPetya

– Cryptolocker

– zCrypt

– BitPaymer

– Crysis

– Cerber

– CryptoWall

– Emotet/Trickbot

– HydraCrypt

– Ryuk



Unique Strains of Ransomware

• Unique Strains of Ransomware:

– Popcorn Time

• Offers free decryption if you infect two others and they pay

• Still proof of concept.

– Koolava (a.k.a. Nice Jigsaw)

• Offers free decryption if you learn how not to be infected

• Once the victim reads two articles, the Decrypt My Files 
button becomes available.

• It will delete all files if the articles are not read.



WannaCry/Petya/NotPetya

• The WannaCry ransomware attack was a May 2017 worldwide 
cyber-attack by the WannaCry ransomware cryptoworm.
– It used an exploit called EternalBlue that targeted vulnerabilities in 

Microsoft Windows operating systems that had been previously 
discovered by the United States National Security Agency. 

• On June 27, 2017, the Petya (or NotPetya, as some have called 
it) ransomware attack began in the Ukraine and quickly 
spread to impact a vast array of organizations. 
– Like with WannaCry, Petya spread by taking advantage of the same 

EternalBlue exploit—the one that could have been prevented by 
timely installing security patches and not using outdated operating 
systems. 



Goodbye WannaCry and NotPetya…
Hello BitPaymer, Emotet & TrickBot



BitPaymer

• One of the newest and most aggressive packages; will encrypt 
APPs and program files; multiple variants are evolving rapidly

• Wide range of organizations being hit ranging from hospitals to 
multi-country manufacturing organizations

• Fairly high ransom demands, $250K - $1M are common!
• Typically arrives as an infected email attachment, attackers use 

both RDP and Active Directory to disseminate encryption tool



BitPaymer

• One of the nastiest packages ever with both anti-forensic 
obfuscation techniques and persistence mechanisms
• Leverages Windows ADS to hide running encryption process and 

deletes initial .EXE file
• Can inject itself into over 200 running Windows processes on a 

single server to make itself extremely difficult to clean

Victims generally cannot 

restore systems even with 

decryption tool.  Recovery 

requires expert IR assistance!



Emotet and TrickBot

• Two banking Trojans, Emotet and TrickBot, are designed 
to siphon the credentials of anyone who entered same 
into a financial institution website, or other similar 
website.  

• The banking malware targets Windows-based computers
• While these two malware families are different, often 

networks infected with one will also have the other as 
well. 
– This is primarily due to Emotet spreading across a network 

and additionally downloading TrickBot as it goes.



Responding to a Ransomware Attack

• Your organization has suffered a Ransomware 
Attack…WHAT DO YOU DO?



The First 72 Hours May Be the Most Crucial!

• Limit the economic/reputational harm.

• Limit legal liability.

• Containing an intrusion before it reaches systems 
holding customers’ PII or patients’ PHI may stop a 
data breach from ever occurring.

• Help to promote citizen confidence.

• Maintain employee morale.

• Forestall regulatory scrutiny.



Step 1: Don’t Panic, Assemble the Incident 
Response Team

• FIRST AND FOREMOST…

• Locate the incident response plan and assemble the 
members of the incident response team.



Assembling the Team

• Incident Lead 

• Executive Leaders

• IT Department

• Legal and Privacy Team

• Forensics



Assembling the Team

• Public Relations

• Customer Care and Human Resources

• Law Enforcement

• Data Breach Resolution Provider

• Insurance Broker/Carrier



Step 2: Containment

• Once you determine you have been infected with 
ransomware, you must act immediately.



Step 2: Containment

Limit damage with containment:
• Unplug the computer  and disconnect from the network, 

including all devices and on-line back-ups.
• Drop all connectivity between sites (VPNs, etc.).
• Check status of all on/off-site back-ups.
• Initiate alternate communications (personal email and 

cell phones).
• Do not erase or clean-up any files.
• Determine which computer is “Patient Zero”.



Step 3: Determine Scope of 
Compromise/Encryption

• Did infected machine have access to:

• Cloud-based storage

• Network storage

• Shared or unsecured drives/folders

• USB memory sticks



Step 4: Determine Strain of Ransomware

• Knowing strain will help you make the 
informed decision on next step

• Some strains already have decryption keys

• Some strains will not exfiltrate data

• May need security experts

– See www.bleepingcomputer.com

http://www.bleepingcomputer.com/


Step 5: Response Options

• After identifying scope and strain, the following are 
four basic responses to a ransomware attack

– First Response: Restore Files from a Backup

– Second Response: Try to Decrypt

– Third Response: Do Nothing and Lose Data

– Fourth Response: Negotiate and/or Pay the Ransom



• First Option: Restore from Back-Ups
– Do you have back-ups?  How current are the back-ups?

• Back-ups are critical

– If infected, back-ups may be the only way to recover lost data

• Ensure robust backup and restore procedures

• Secure back-ups offline

Response Option #1
Restore from Back-Ups



Response Option #2
Try to Decrypt

• Second Option: Depending upon the particular strain of 
ransomware that infected your system, you may be able to 
decrypt it.

– Many of the decryption keys are available online free of charge.

• DOWNSIDE: In some cases, the files are so corrupt that even if 
you are able to decrypt and restore them, you may still lose 
data.



Response Option #3
Do Nothing and Lose Data

• Third Option: In some cases depending upon the 
type of data that is encrypted and the amount of the 
ransom demanded, it may be best to do nothing and 
accept that the data is lost.



Response Option #4
Negotiate and/or Pay the Ransom

• Fourth Option: In some scenarios you may determine 
that the data is too crucial to lose and you have no 
other means of restoring same.

• Thus, an organization may choose to negotiate with 
the threat actor and pay the ransom.

• The FBI does not advocate payment.



Why Bitcoin
• Virtual currency  - quicker and untraceable

• Price fluctuates frequently 



“Ideal” Payment Process
• IR firm contacts ransomer and indicates willingness to pay upon 

confirmation that keys will work (proof of life)
• IR firm and victim provide several encrypted files
• Ransomer returns decrypted files and provides account for bitcoin 

payment
• Insurance firm or victim authorize IR firm to execute payment
• Ransomer provides decryption key/tool and IR firm tests it in a 

sandbox 
• IR firm and victim agree on process to decrypt systems

— Generally off-line 
— Install endpoint security tools to prevent reinfection before 

reconnecting to the network



Best Incident Response Practices

• Have an experienced Incident Response law firm and 
security vendor on retainer in advance
• Enterprise should have a Bitcoin wallet and access to Bitcoin

• Ensure your Incident Response Team and Plan has a 
ransomware playbook
• Ransomware requires accelerated response!

• Include ransomware scenarios in your incident response 
Tabletop exercises

• Ensure that your cyber liability insurance policy covers 
losses related to ransomware attacks



Step 6: Notification



Step 6: Notification

• All 50 states, the District of Columbia, Guam, Puerto Rico and the 
Virgin Islands have enacted legislation requiring private or 
governmental entities to notify individuals of security breaches of 
information involving personally identifiable information.

• Security breach laws typically have provisions regarding who must 
comply with the law (e.g., businesses, data/ information brokers, 
government entities, etc.); definitions of “personal information” 
(e.g., name combined with SSN, drivers license or state ID, account 
numbers, etc.); what constitutes a breach (e.g., unauthorized 
acquisition of data); requirements for notice (e.g., timing or method 
of notice, who must be notified); and exemptions (e.g., for 
encrypted information).



Step 6: Notification

• No consistency among state laws – impossible to craft single 
notification letter to all affected:

– Varying definitions of personally identifiable information and 
what triggers reporting.

– Many require notification of State AG (some in advance of notice 
to consumers).

– Timelines for response vary widely; many “without unreasonable 
delay;” some as short as 5 days.

– Prescribed content varies from state to state.



Step 6: Regulatory Requirements

• Similar to legal requirements, depending upon the industry in which
you do business, certain regulations have notification requirements

• Ex) The Health Insurance Portability and Accountability Act of 1996, or
HIPAA

• The presence of ransomware (or any malware) on a covered entity’s or
business associate’s computer systems is a security incident under the
HIPAA Security Rule.

• A security incident is defined as the attempted or successful unauthorized
access, use, disclosure, modification, or destruction of information or
interference with system operations in an information system. See the
definition of security incident at 45 C.F.R. 164.304.

• Once the ransomware is detected, the covered entity or business
associate must initiate its security incident and response and reporting
procedures. See 45 C.F.R. 164.308(a)(6).



Step 7: Actions to Prevent Future Ransomware Attacks

• Once you address the immediate threat, conducting a post-
breach assessment to improve cybersecurity practices and 
remedial action is the final step.

• Engage a data security consultant to review existing practices 
under the guise of the attorney-client privilege.

• Promptly identify gaps and remedy security flaws.

• Layered defenses.

• Software based protections  (antivirus, antispam/firewalls)

• Backups and Tested Restore.



Step 7: Actions to Prevent Future Ransomware Attacks

• Implement security awareness training, simulate phishing 
attacks, and pen test personnel to ensure that everyone is up 
to speed on  data protection & privacy practices.

• Vet and manage third-party vendors to ensure they follow 
appropriate data security laws and regulations so risk is 
transferred.

• Review all policies of insurance and procure a standalone 
cyber liability policy that best fits coverage needs.
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Transferring the Risk:
Is Ransomware a Covered Loss?



What Can an Insured Expect from 
Cyber Insurance?

• Market continuing to evolve and develop.

– Lloyds of London estimates worldwide market for 
cyber insurance could surpass $85 Billion.

• Policies not standardized/few published decisions 
interpreting policies.

• Applications are more onerous and detailed, 
creating greater risk for rescission based on 
material misrepresentation.



What Can an Insured Expect from 
Cyber Insurance?

• First Party Losses:
– Network business interruption: loss of income and extra 

expense due to network security failure.

– Intangible property: costs to restore or recreate data or 
software resulting from network security failure.

– Breach response/management crisis costs and expenses, 
including use of breach coach, notification expenses, forensic 
investigation, public relations consultant, credit monitoring 
service and call center, mailing and printing services.

– Cyber extortion, so long as the insured conducts a 
reasonable investigation to determine that the threat is 
technologically credible and reports the threat to the FBI and 
law enforcement.

– Loss of income due to failure of network security



What Can an Insured Expect from
Cyber Insurance?

• Third Party Losses:

– Litigation: Costs covered include a single party or class action, 
eDiscovery, plaintiff attorneys’ fees, judgments and 
settlements.

– Regulatory: Costs incurred during course of regulatory 
investigation involving Attorney General Office, Federal Trade 
Commission and Health and Hospital Corporation including 
regulatory action/fines and penalties.

– Administrative: Costs incurred during PCI Investigations/Fines 

and Penalties     



What Can an Insured Expect from 
Cyber Insurance?

• Coverage Enhancements:

– Choice of Panel Counsel and Security, PR Vendors

– Risk Management

– Prior Acts Coverage

– Privacy Regulatory fines/penalties (not always in 
standard policy)

– First Party Business Interruption (not always in 
standard policy)



What Can an Insured Expect from 
Cyber Insurance?

• Coverage Enhancements:

– Cyber Terrorism Coverage

– Tight Control Group (management committee, CFO, 
GC) around intentional acts exclusion to ensure 
rogue employees are covered

– Coverage for reputational harm, to include 
reimbursement of lost revenue resulting from a 
client deciding to no longer use the firm after a 
breach/cyber incident



2019 Ransomware Trends



Top 5 Ransomware Trends for 2019

1. Global ransomware damage costs are predicted to exceed 
$11.5 billion in 2019.

2. Ransomware generates over $25 million in revenue for 
hackers each year.

3. A new organization will fall victim to ransomware every 
14 seconds in 2019, and every 11 seconds by 2021.

4. 34% of businesses hit with malware took a week or more 
to regain access to their data.

5. A total of 850 million ransomware infections were 
detected by the Ponemon Institute in 2018.



Final Thoughts on Cybersecurity

• “If you’re not doing scans and penetration
tests, then just know that someone else is.
And they don’t work for you.”

‒ George Grachis, Senior Consultant, Maxis360 - 2016
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